F ZyWALL > VPN = LZTP VPN > Session Honitor

interface
Routing
Zone

T
Virtual Server
HTTP Redirect

50.197.96.1

ALG
fMAC Binding
1l

oc VPH
S5L VPN
LITP VPN

General Settings

Flensbie

i T Connection
Interface
Houting
Zane
VDN

virtusl Server Keop Alove T
First ONS Sarver {Optonal)

Second DNS Server [Oparal)

L3TP VPN

N Lokt Invaret

1511801
G200 110 10

i T-Mobile T

Beschreibung USGE-200
Sarver Aostomme. dndins. anp
Account  £ZVE User

RSA-SecurlD

Kennwort  ssssss

Shared Secret s

Fir alle Daten

e Lok Inraret




ZyXEL

VPN = VPH Gateway » Edit > #1

[ =i

General SeHings

PN Gateway Name

interface Gatoway Soltings

abmeren USG-200

outing
Zone
DONS

My Address

racface WSl M DHEP client +- 88.157.124,90/255

O oemain mame / 19
Paar Gatewny Addrass

virtusl Server

HTTP Redi

ALG

1P/ MAC Binding : chrelbung USG-200
Al X

N vramic Address

IPSec ¥PH Server Aasnrame, dindas.ong

S5L VPN Authentication

LITP VPN Account LETP Uhser

1738478

RSA-SecurlD IO

Lesal 1D Type -

Peas 10 Type
Ceetent
File Manager
Log

Beport

Phase | SeHings

[Ie—— 54 Life Time
Rebaot

Hay Geoup
[ HaT Traversal

[ Oead Peer Det

./ Edit VPN Gateway L2TP_VPN_GW

[] Hide Advanced Settings

General Settings

Enable

VPN Gateway Name: LITP_VPN_GW

Gateway Settings

My Address
@ Interface wanl ¥ | DHCP dient - 109.91.8.86/255.255.252.0

@ Domain Name [ 7

Peer Gateway Address
© Static Address Primary 0.0.0.0

Secondary

|| Fall back to Primary Peer Gateway when possible

Fall Back Check Interval: (60-86400 seconds)

Dynamic Address

Authentication
@ Pre-Shared Key 12345678
D Certificate ¥
Local ID Type: r >
Content: 0.0.0.0
Peer D Type: Any i
Cortent:

Phase 1 Settings

SA Life Tme: 3600 (180 - 3000000 Seconds)
Negatiation Mode: Main =
Proposal Q@i 2 ™
#  Encryplion «  Authentication
1 0ES SHAT
2 ES uos
3 DES SHAT
Key Group: |pH2 v

[] WAT Traversal
[¥] Dead Peer Detection (DPD)

Extended Authentication

[T] Enable Extended Authentication

@ mternet



ZyXEL PEERD &

T ZyWALL = VPN » TPSee VPN » VPN Connection » Edit > #1

General Setings & Basic

Connection Name
twark
interface
Routing

NS
wirtusl Server VPN Gateway & Basic
Al

1P/ MAL Binding
"l

IPSec YPM
551 VPN
LITP VPN

File Manager
Log
Eepart

entization Algarithm

Encryption Key

antication Key
Palicy & Basic

Lozal palicy ¥ INTERFACE IP, 82.1

¥ HEST, 0.0.0.0

@ vasic

Encapsulatan

I S E T S

Perfact Farward Seo

ey (FFS) rene ™

Ready.

N Lok Inranet

2/ Edit VPN Connection L2TP_VPN_Connection

Hide Advanced Settings [=Create new Object

General Settings
[¥] Enable
Connection Name: LZTP_YPN_Connection
[ Nailed-Up
[T Enable Replay Detecton
[7] Enable NetEICS brasdeast aver PSec

VPN Gateway
Application Scenario
() Site-to-site

@ Site-to-site with Dynamic Peer

Remate Access (Server Role)

@ Remote Access (Client Role)

VPN Gateway:

L2TP_VPN_GW/ ¥ | weni0.0.0.00.0.00
Manual Key
© Manual Key

My Addr

Secure Gateway Address:

SFL; (256 - 4095)
Encapsulation Mode: >
#sctive Protacal; >
Encryption Algorithm; v
Authentication Algarithn: v
Encryption Key:

Authentication Key:

Policy
Local policy: WANL_IP > | INTERFACE IP, 109.91.8.86
Remote policy: DynamicHOST ¥ | HosT, 0.0.0.0

[ Palicy Enforcement

Phase 2 Settings
SALifee Time: 1800 {180 - 3000000 Seconds)
Active Protocol: =2 >
Encapsulation: Transport i

Froposal

Qadd =2
&  Encryption Authentication

i

Fertig @ Internet




ZyXEL

T ZyWALL > VPN = TPS

twark
interface
Routing
Policy
ONS

Leeal pa
Virtual Server

1P/ MAL Binding

; Phase 1 Settings

IPSec YPM
551 VPN
LITP VPN

BA L

& Frateesl

Encapsulat

oposal

TUERD W
VPN > VPN Connection » Edit > #1
-
Authenncation Key

@ Dasic
¥ INTERFACE IF, BS.153..
™ HEET, 0.0.0.0

Erfzrcemert
@ Dasic

Perfect Forward Secrecy (FFS) hone W
File Manager es)
LO0 Related Settings
Repart
[F4dd this véN connes #5ec PN zone.
Connectivity Check
o Crable Cornectrvity Lre:h
Check M
Check Fenod 30 Secands)
Check Timeout
Check Fail Tolersnce
Checs This address {Damain Name or 19 Address)
the First and Last 19 Address in the Aemote Policy
ngs
=]
Ready.
N Lok Inranet
! Edit VPN Connection L2TP_VPN_Connection
Hide Advanced Settings [=Create new Object
Encapsulation: Transport v
Proposal @l 5
#  Encryption Authentication
1 DES SHA
2 3DEs DS
3 DES SHAT
Perfect Forward Secrecy {PFS): none 2
Related Settings
[¥] Add this VPN connection to IPSec_VPN zane,
Connectivity Check
[F] Enable Comectivity Check ([
Check Method: v
Check Period: {530 Seconds)

Inbou

o
#

Outhound Traffic

Source: -
Destination: v
SHAT: -
Inbound Traffic
[ Source NAT
Source: v
Destination: v
SHAT: ~

Check Timeout: (1-10 Saconds)

Check Fal Telerance:

{1-10)

Domain Hame or 1P Address

nd/Outbound traffic AT

[ Source NAT

[ Destination NAT

Add S2edt I M
Original IP Mapped IP Protocol Original Port Start  Original Port Eng Mapped Port Start  Mapped Port End
Page 1 |of1 Show|50 |~ items No data to display

~

@ rterret




1 el Lo Inrane




ZyXEL

> ZyWALL > Network > Routing > Policy Route > Edit > #1

[ @ e

Configuration

ZyWALL

B Licensing

B Network Description (Optional)
Interface
Routing Criteria
Zone

Virtual server trcoming tntrtace an
HTTP Redirect Source Address LAN_Subnets
ALG
1P/MAC Binding
Firewall
theeer Service any

Destination Address L27R_Pacl

Schedule none

AppPatrol
Next-Hop

Type VPN Tunnel (v
WPH Tunnel LZTP_WPN_Connection |+

Bandwidth Shaping

Maximum Bandwidth o kes
Bandiidth Friority [0 Jea7, 1 highest prisrizy)
Maximize Bandwidth Usage

EMaintenance

Fertig 83 Lokales Intranet

Service L2TP/UDP-1701 anlegen.
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Den erstellten Service L2TP/UDP-1701 noch in die Gruppe
,Default Allow WAN To ZyWALL" legen - fertig.
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